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reject. The problem, in this experiment, wasn’t ignorance or lack of news
literacy. Social media, by bombarding users with fastmoving social stim-
uli, pushed them to rely on quick-twitch social intuition over deliberative
reason. All people contain the capacity for both, as well as the potential for
the former to overwhelm the latter, which is often how misinformation
spreads. And platforms compound the effect by framing all news and
information within high-stakes social contexts.

Politicians were adapting to this order. Matt Gaetz, a newly elected
congressman from Florida, tweeted that shadowy powers were paying
refugees to “storm” the border and disrupt the midterm elections and that
Jewish philanthropist George Soros might be responsible. He was retweeted

more than 30,000 times. The Russians weren’t the problem anymore.

4. A World Going Mad

CHASLOT, STILL IN France, decided to repeat the tracking experiment
he’d run on the American election, this time on the four-candidate presi-
dential race at home. As before, YouTube’s algorithm, he found, heavily
favored the candidates at the extremes: the farright Marine Le Pen and
the farleft Jean-Luc Mélenchon. A new truism of politics was emerging:
social media elevated anti-establishment politicians conversant with exag-
gerated moral-emotional language. Mélenchon, though unpopular with
voters, won millions of views on YouTube, where his most dedicated fans
seemed to congregate.

This had started as a positive: the internet offered political outsiders a
way around the mainstream outlets that shunned them. As those candi-
dates’ grassroots supporters spent disproportionate time on YouTube, the
system learned to push users to those videos, creating more fans, driving
up watch time further. But thanks to the preferences of the algorithms for
extreme and divisive content, it was mostly fringe radicals who benefited,
and not candidates across the spectrum.

Backed by a handful of fellow researchers, Chaslot brought his find-
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ings on the American and French elections to The Guardian, resulting in
an explosive report that offered seeming evidence of a long-suspected
threat to global political stability. YouTube disputed “the methodology,
data and, most importantly, the conclusions” of the research. Chaslot had
made no secret that his conclusions were rough estimates, using thou-
sands of datapoints to infer the algorithm’s billions of daily decisions. But
the findings were so consistent, he thought, and so consistently alarming,
wouldn’t the company want to look into it? Or share the internal data that
could, in theory, clear all this up? And he was hardly alone. Over the fol-
lowing years, with the company stonewalling, an entire field of researchers
published one set of findings after another, produced through ever more
sophisticated methods, that not only supported Chaslot’s results but sug-
gested the reality was substantially worse than even he had feared.

Throughout, YouTube held to a consistent strategy, much like the one
DiResta had described: deny, discredit, and antagonize. In response to the
piece that ran in The Guardian, a spokesperson said, “Our only conclusion
is that The Guardian is attempting to shoehorn research, data, and their
incorrect conclusions into a common narrative about the role of technol-
ogy in last year’s election.” This became a pattern. Time after time, the
company’s reps would respond to each new discovery by calling the evi-
dence meaningless or wrong, digging in for long, often hostile exchanges.
Then, once a major story ran, YouTube, in a paradoxical turnabout, would
put out a statemnent insisting it had already fixed issues that, only weeks
eatlier, it had dismissed as nonexistent. In Chaslot’s case, the company
also sought to portray him as untrustworthy, motivated by a desire to
embarrass the company in retaliation for having fired him for poor perfor-
mance. But this could not explain why he had initially tried to put You-
Tube behind him, researching the platform only after seeing its harms
firsthand years later, nor why he had initially taken his findings directly
and privately to YouTube.

“That’s the routine. I can laugh about it because, by changing things,
they recognize that I was right,” Chaslot said, though his voice was
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suffused with a sadness over his former employer’s public disavowals that,
years later, still stung. “But when I was in the middle of it, they put such
pressure on me. That was really frustrating.”

It was a puzzling strategy, especially just as lawmakers had begun tak-
ing notice of social media’s harms. Shortly after YouTube sent The Guard-
ian its confrontational statement but before the newspaper went to press,
the Senate Intelligence Committee sent Google a letter demanding that
the company articulate its plan for preventing bad actors from manipulat-
ing YouTube’s algorithm. YouTube asked to “update” its statement to The
Guardian, replacing the vitriol with pledges to combat misinformation
and praise for the newspaper’s “work to shine a spotlight on this challeng-
ing issue.”

Meanwhile, just as Chaslot joined DiResta and others in the public
struggle to understand Silicon Valley’s undue influence, William Brady
and Molly Crockett, the psychologist and neuroscientist, achieved a
momentous breakthrough in that effort. They had spent months synthe-
sizing reams of newly available data, behavioral research, and their own
investigations. It was like fitting together the pieces of a puzzle that, once
assembled, revealed what may still be the most complete framework for
understanding social media’s effect on society.

The platforms, they concluded, were reshaping not just online behav-
ior but underlying social impulses, and not just individually but collec-
tively, potentially altering the nature of “civic engagement and activism,
political polarization, propaganda and disinformation.” They called it the
MAD model, for the three forces rewiring people’s minds. Motivation: the
instincts and habits hijacked by the mechanics of social media platforms.
Attention: users’ focus manipulated to distort their perceptions of social
cues and mores. Design: platforms that had been constructed in ways that
train and incentivize certain behaviors.

The first stage of their findings had to do with how people perceive
moral-emotional words. When Brady first found that such words travel

further online, it had stood to reason that they draw attention because they
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usually describe something dramatic. Brady decided to test this. He and
two other scholars showed participants a fake social media stream, track-
ing what captured their attention as they scrolled. Moral-emotional words,
they found, overrode people’s attention almost regardless of context. If a
boring statement with moral-emotional words and an exciting statement
without them both appeared on screen, users were drawn to the former.
Subjects actively focusing on something lost their concentration if a
moral-emotional word so much as flashed elsewhere on the screen. Other
sorts of flashing words did not produce the same effect.

When they reran the experiment with real tweets, they got the same
results: the more moral-emotional words in a post, the more twitches of
attention it won. Those posts also consistently had more shares. If you
tweeted “The quick brown fox jumps over the lazy dog” and “The quick
brown fox jumps over the liar dog,” the latter would, from that one moral-
emotional word, get more eyeballs and more shares. Tweet “The good
hero fox slams the liar enemy dog,” and you might be president by
nightfall.

The digital-attention economy amplifies the social impact of this
dynamic exponentially. Remember that the number of seconds in your
day never changes. The amount of social media content competing for
those seconds, however, doubles every year or so, depending on how you
measure it. Imagine, for instance, that your network produces 200 posts
per day, of which you have time to read 100. Because of the platforms’ tilt,
you will see the most moral-emotional half of your feed. Next year, when
200 doubles to 400, you see the most moral-emotional quarter. The year
after that, the most moral-emotional eighth. Over time, your impression
of your own community becomes radically more moralizing, aggrandiz-
ing, and outraged — and so do you. At the same time, less innately engag-
ing forms of content — truth, appeals to the greater good, appeals to
tolerance — become more and more outmatched. Like stars over Times
Square.

Stage two in social media’s distorting influence, according to the

155




Max FiIsHER

MAD model, is something called internalization. Users who chased the
platforms’ incentives received immediate, high-volume social rewards:
likes and shares. As psychologists have known since Pavlov, when you are
repeatedly rewarded for a behavior, you learn a compulsion to repeat it. As
you are trained to turn all discussions into matters of high outrage, to
express disgust with out-groups, to assert the superiority of your in-group,
you will eventually shift from doing it for external rewards to doing it sim-
ply because you want to do it. The drive comes from within. Your nature
has been changed.

Brady and Crockett proved\/ this in two experiments. In one, when
users who expressed outrage were rewarded with likes and shares, they
became likelier to express outrage in the future — and likelier to feel out-
raged. The effect held even for subjects who had earlier expressed an aver-
sion to online anger. An otherwise sweet and tolerant person who, in a
moment of weakness, sent a Democrat-bashing tweet that went viral would
become instantly likelier to send more, first to chase the high, but soon
because she had become, in her heart, more hatefully partisan. The sec-
ond experiment demonstrated that the attention economy, by tricking
users into believing that their community held more extreme and divisive
views than it really did, had the same effect. Showing subjects lots of social
media posts from peers that expressed outrage made them more outrage-
prone themselves. All it takes is regular scrolls through your anger-filled
feed not only to make you feel angrier while youre online, but also to
make you an angrier person.

Two other scholars later found that moral-emotional content also
leads users to express more calls for violence. They trained a computer to
analyze the text of articles and blog posts from across the web, then do the
same for user comments posted in response: 300 million comments in all.
They found that, across topics or political ideologies, as the number of
moral-emotional words in an article increased, commenters grew signifi-
cantly likelier to threaten or incite violence against some perceived enemy,

usually someone named in the article. It was a chilling demonstration of
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how portraying people and events in sharply moral-emotional terms
brings out audiences’ instincts for hatred and violence — which is, after
all, exactly what social platforms do, on a billions-strong scale, every min-
ute of every day.

“Online platforms,” Brady and Crockett wrote, “are now one of the
primary sources of morally relevant stimuli people experience in their
daily life.” Billions of people’s moral compasses potentially tilted toward
tribalism and distrust. Whole societies nudged toward conflict, polariza-
tion, and unreality — toward something like Trumpism.

Brady did not think that social media was “inherently evil,” he told
me. But as the platforms evolved, the effects only seemed to worsen. “It’s
just gotten so toxic,” he said. “In college, it was nothing like it is now.” It
was important for people to remember, he felt, that the designers and engi-
neers, who aim to keep you using their platform for as many minutes and
hours per day as possible, “have different goals, I don’t want to call them
good or bad goals, but goals that might not be compatible with yours.”

But for all they had learned, Brady and Crockett were, they knew, only
beginning to understand the consequences. What effect did all this distor-
tion, this training, have on our societies and politics, on our species?

Without realizing it, I was stumbling my own way toward an answer.
As Brady and Crockett continued to investigate the fun house-mirror dis-
tortions of social media psychology throughout 2017, I set out, that fall, for
a place much farther away, one that the platforms had expended special
effort in ignoring, but that would soon become a byword for their greed,
their negligence, and their danger: Myanmar.
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The Germs and the Wind

1. A Good Deal of Good

BY THE TIME I landed in Myanmar, the soldiers were already throwing
babies into fires. For weeks, the military had waged unrestrained war on
the thatched-roof villages that dotted the country’s westernmost province.
Whole battalions pushed from paddy to paddy as gunships roared over-
head. They claimed to hunt insurgents. In reality, they were setting upon a
community of one and a half million Muslim farmers and fishermen who
called themselves Rohingya.

The soldiers, sent to exterminate the impoverished minority that
many of Myanmar’s leaders and citizens had come to see as an intolerable
enemy within, would arrive at a village, then begin by setting rooftops
afire. They lobbed grenades through hut doorways and sent rockets slam-
ming into the walls of longhouses. They fired into the backs of peasants
fleeing across the surrounding fields. As the houses burned, the men of
the village would be arrayed in a line and shot to death. Families streamed
by the hundred thousand toward the border. The soldiers attacked these
too. They hid land mines in the refugees’ paths. Survivors who made it to
relative safety in Bangladesh detailed horror after horror to journalists and
aid workers who picked their way through the overcrowded camps.

“People were holding the soldiers’ feet, begging for their lives,” one
woman told my colleague Jeffrey Gettleman. “But they didn’t stop, they
just kicked them off and killed them.” When soldiers came to her village,
she said, they demanded she surrender the infant she was cradling. When
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she refused, they beat her, ripped her son from her arms, and threw him
into an open fire. Then they raped her.

Her story was typical. A twenty-year-old woman told a Human Rights
Watch investigator that soldiers had killed her infant daughter in the same
way. The soldiers then raped her and her mother. When her sister resisted,
they killed her with bayonets. While this was happening, a group of villag-
ers arrived and beat her three teenage brothers to death. Local men often
accompanied the soldiers as eager volunteers, swinging hatchets and farm
implements. They were Rakhine, the region’s other major ethnic group,
who, like most in Myanmar, are Buddhist. Their presence hinted at the
communal nature of the violence, as well as the groundswell of public
pressure that had occasioned it.

Yangon, the historic capital, felt a world away from the killing. It was
October 2017, more than three years since I'd last visited what was now a
city transformed. Sanctions had been lifted, reward for Myanmar’s gener-
als surrendering power to elected lawmakers. Dusty shop stalls had been
replaced with air-conditioned shopping malls. Imported cars glided over
newly paved streets. Most people had their nose in a smartphone. Middle-
class comforts had brought a mood of easy optimism, even pride. But
something roiled beneath the surface.

An idealistic young doctor, now his neighborhood’s first elected law-
maker, told me that waves of social media misinformation and incitement
kept his community constantly on the verge of race riots, or provoked
them outright. Days earlier, his constituents, furious over Facebook rumors
accusing a local Islamic school of secretly hosting terrorists, had stormed
the building as its students sat in class. The kids, terrified, escaped through
a back door. And it wasn’t just here, a local imam told me in the darkened
back room of a friend’s house, where he’d insisted on talking for fear of
meeting in public. Across the country, madrassas were being forced to
close, he said, as similar rumors led to violence or the threat of it. “We are

a scapegoat,” the imam said.
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The head of Myanmar’s first real media collective, a jittery reporter
back from years in exile, said the country’s long-suppressed journalists,
finally unfettered, faced a new antagonist. Social media platforms were
doing what even the dictatorship’s trained propagandists couldn’t: produc-
ing fake news and nationalist fanfare so engaging, so flattering to readers’
biases, that people chose it voluntarily over real journalism. When report-
ers tried to correct the misinformation flowing online, they became the
target of it instead, accused of abetting foreign plots.

Civic leaders told me that social media platforms were pumping the
national bloodstream with conspiracies and ultranationalist rage. Citizens
who'd marched for an open, inclusive democracy now spent hours posting
in groups dedicated to vilifying minorities or to glorifying the country’s
leaders. The chief of the military, once a reviled symbol of the dictatorship
who had stepped down only a few years earlier, now had 1.3 million Face-
book fans.

People from all walks of life breathlessly recounted, as unvarnished
fact, crazed and hateful conspiracies that they inevitably traced to social
media. Buddhist monks insisted the Muslims were plotting to steal Myan-
mar’s water, old ladies that they would not be safe until minorities were
purged from their midst, young students that humanitarian groups were
arming the Rohingya on behalf of foreign powers. All of them backed the
military’s campaign — grateful, sometimes gleeful, for the violence being
committed on their behalf.

No algorithm could generate hatred this severe out of nothing. The
platforms drew on a crisis that had been building since 2012 in the nation’s
west, where most Rohingya lived. A handful of incidents between Rohingya
and Rakhine — a rape, a lynching, a spree of murders — had spiraled into
communal riots. Troops intervened, herding civilians who'd been dis-
placed from their homes, mostly Rohingya, into camps. The Rohingya
languished. In 2015 thousands attempted to flee, describing growing per-
secution from neighbors and soldiers alike.

Anti-Rohingya sentiment dated back at least a century, to the early
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1900s, when British overlords imported thousands of colonial subjects
from the Indian Raj, many of them Muslim. The effort was playbook
divide and rule; the newcomers, who filled out the urban merchant class,
relied on the British for safety. After the British left, in 1948, indepen-
dence leaders sought to consolidate their new nation around shared ethnic
and religious identity. But Myanmar’s diversity made this difficult; they
needed an enemy to rally against. Political leaders promoted colonial-era
suspicions of Muslims as alien interlopers sponsored by foreign empires.
In truth, however, merchant-class Indians imported by the British had
mostly fled in 1948 or shortly thereafter, so leaders sublimated national ire
to an unrelated group of Muslims: the Rohingya. To sell the ruse, the
Rohingya were classified as illegal immigrants, a declaration of state-
sponsored hate later reiterated even by Aung San Suu Kyi, the Nobel-
winning democracy icon who became Myanmar’s first elected leader.

When some Rohingya and Rakhine clashed in 2012, she was still
consolidating her hold on politics. She seized on the incident, emphasiz-
ing the Rohingya’s supposed danger to Myanmar’s “real” citizens. But over
the next few years, public rage at poor Rohingya farmers soared far beyond
what even she had encouraged. By August 2017, when sporadic violence
between soldiers and a handful of Rohingya rebels culminated in a mid-
night insurgent attack on several police posts, much of the country was
screaming for blood. A few days later, the military complied, launching
their genocide.

How had sentiment, even long simmering, escalated to such extremes?
Fearmongering leaders and sectarian clashes were, after all, nothing new
here. There was something different at play, something new. Two years
earlier, David Madden, the Australian who ran Myanmar’s largest tech-
startup accelerator, had flown to Facebook’s headquarters to give the com-
pany’s executives an alarm-ringing presentation. By this time, it had been
a year since the riots in Mandalay, when the danger should have been
unignorable. He detailed rising anti-Muslim incitemnent on the platform,

seemingly unchecked by moderators, however many there were, who were
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supposed to scrub dangerous content. He warned that Facebook could
soon be used to foment genocide. But there was little indication that Face-
book heeded his warning, with hate speech only growing more common.
Viral posts, one after another, reported that seemingly innocent Muslim
families were really terrorist sleeper cells or foreign spies. “Myanmar will
soon be seized by ‘Muslim Dogs,’” one read. The posts were shared thou-
sands of times, numbers that would have been hard to achieve in such a
small country without an algorithmic boost.

Even Myanmar government officials warned that Facebook-driven
hate speech could undermine the country’s stability as extremists gained
vast new online audiences. By the fall of 2015, Wirathu, the monk once
called “the Burmese bin Laden,” had 117,000 followers — a small number
in the United States, but a large one in a country Myanmar’s size and this
early in its digital adoption — to whom he pushed steady conspiracy and
hate. An ally of Wirathu's, the nationalist politician Nay Myo Wai, ran
popular accounts that spread open incitement. He had said of the
Rohingya in a speech that year, “I will keep this short and direct. Number
one, shoot and kill them. Number two, shoot and kill them. Number
three, shoot and bury them.”

A Washington DC think tank analyzed a sample of 32,000 Myanmar
Facebook accounts, everyday users, finding their pages awash in hate
speech and misinformation. One popular meme showed graphic bestial-
ity covered in Arabic script, another of the prophet Mohammad being
orally penetrated. Another claimed to show evidence of Rohingya com-
mitting cannibalism; the image was in fact taken from a video game mar-
keting stunt. It was shared nearly 40,000 times. Another, falsely claiming
that Rohingya were smuggling weapons into Myanmar, was shared 42,700
times. “It’s time to kill all kalars,” one user wrote, using a slur for Rohingya.

Another responded, “We will behead ten thousand kalars’ heads.” Another:
“For the next generation, burn all Muslim villages nearby.”

The report was published in early 2016, another voice in a chorus

warning Facebook that it was imperiling a society it did not understand.
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That June, the company, much as it had in 2013 after brushing off warn-
ings of impending violence that quickly proved accurate, scaled up in
Myanmar anyway, launching “Free Basics,” which allowed locals to use
Facebook’s smartphone app without paying data charges. Within months,
38 percent of people in the country said they got most or all of their news
via Facebook. As things worsened, six months before the genocide, Mad-
den flew to Facebook’s headquarters for a second time. Again he warned
that the platform was pushing the country toward mass violence. Nothing
appeared to change, even as the killing began.

“I have to thank Facebook because it is giving me the true informa-
tion in Myanmar,” the administrator of a village that had banned Muslims
told my colleague Hannah Beech two months into the bloodshed.
“Kalar are not welcome here,” he said, “because they are violent and they
multiply like crazy” Extremist pages espousing these views remained
hyperactive throughout the bloodshed. They were a digital update of
Radio Milles Collines, which had broadcast calls for genocide in 1990s
Rwanda. But this Genocide Radio was built on infrastructure owned by
wealthy American tech companies, amplified not by militia-controlled
broadcast terminals but by algorithms run out of Silicon Valley.

“There has never been a more powerful tool for the rapid dissemina-
tion of hate speech and racist-nationalist vitriol than Facebook and other
social media,” Ashley Kinseth, a human rights worker in Myanmar, wrote
amid the killing. For all the parallels with Radio Milles Collines, she
added, “Social media is by all accounts an even faster, more graphic,
immersive, ‘democratic; and ultimately dangerous tool for the dissemina-
tion of hate speech.”

For years after Rwanda’s genocide, American officials tormented
themselves over hypotheticals. Could American warplanes have destroyed
the radio towers in time to stop it? How would they locate the towers amid
Rwanda’s jungles and mountain passes? How would they secure interna-
tional authority? In Myanmar, there were never any such doubts. A single

engineer could have shuttered the entire network as they finished their
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morning coffee. One million terrified Rohingya made safer from death
and displacement with a few keystrokes. The warning signs were freely vis-
ible. Madden and others had given them the necessary information to act.
They simply chose not to, even as entire villages were purged in fire and
blood. By March 2018, the head of the United Nations’ fact-finding mis-
sion said his team had concluded that social networks, especially Face-
book, had played a “determining role” in the genocide. The platforms, he
said, “substantively contributed” to the hate destroying an entire population.

Three days later, a reporter named Max Read posed a question, on
Twitter, to Adam Mosseri, the executive overseeing Facebook’s news feed.
He asked, referring to Facebook as a whole, “honest question — what’s the
possible harm in turning it off in myanmar?” Mosseri responded, “There
are real issues, but Facebook does a good deal of good — connecting peo-
ple with friends and family, helping small businesses, surfacing informa-
tive content. If we turn it off we lose all that.”

The belief that Facebook’s benefits to Myanmar, at that moment,
exceeded its harms is difficult to understand. Facebook had no Myanmar
office from which to appreciate its impact. Few of its employees had ever
been. It had rejected the chillingly consistent outside assessments of its
platform’s behavior. Mosseri’s conclusion was, in the most generous inter-
pretation, ideological, rooted in faith. It was also convenient, permitting
the company to throw up its hands and declare it ethically impossible to
switch off the hate machine. Never mind that leaving the platform up was
its own form of intervention, chosen anew every day.

There was another important barrier to acting. It would have meant
acknowledging that the platform may have shared some blame. It had
taken cigarette companies half a century, and the threat of potentially fatal
litigation, to admit that their products caused cancer. How easily would
Silicon Valley concede that its products could cause upheaval up to and
including genocide?

Myanmar was hardly the first indication of those harms. Though it’s
easy to forget now, events like the Arab Spring uprisings of 2011 had been,
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at the time, viewed as proof of social media’s liberating potential. But there
were signs of trouble, even then. In 2012, in a bizarre episode in India I'd
written about, members of two ethnic groups had, in their mutual fear,
spread Facebook and Twitter rumors that the other was planning to attack
them. Speculation became certainty, which became misinformation of an
imminent attack, which became incitement to strike first. A few inevitably
did. Reports of the violence spread widely online, often portrayed, with
phony photo proof, as hundreds of times deadlier than it really was. A wave
of riots and reprisals, incited on social media, swept across India, pushing
300,000 people into displacement camps. The Indian government blocked
access to social platforms and demanded they remove the most dangerous
content. When the Obama administration, a longtime Silicon Valley
booster, intervened on the companies’ behalf, Indian officials relented.
The damage had already been done, anywéy. Similar violent flare-ups rose
in Indonesia. Whole communities glued to Facebook and Twitter. Users
rewarded with huge audiences for indulging one another’s worst tenden-
cies. A riot, a murder, a village disintegrating into bloodshed, all provoked
by xenophobia saturating the platforms.

Eventually, the sunny view of the Arab Spring came to be revised.
“This revolution started on Facebook,” Wael Ghonim, an Egyptian pro-
grammer who'd left his desk at Google to join his country’s popular upris-
ing, had said in 2011. “I want to meet Mark Zuckerberg someday and
thank him personally.” Years later, however, as Egypt collapsed into dicta-
torship, Ghonim warned, “The same tool that united us to topple dictators
eventually tore us apart.” The revolution had given way to social and reli-
gious distrust, which social networks widened by “amplifying the spread of
misinformation, rumors, echo chambers, and hate speech,” Ghonim said,
rendering society “purely toxic.”

By late 2017, as the Myanmar genocide raged on, Chamath Palihap-
itiya, Facebook’s former chief of global growth, speaking at what was
expected to be a routine speech to Stanford MBA students, snapped. “I
feel tremendous guilt,” he said. “I think we all knew in the back of our
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-minds, even though we all feigned this whole line that there probably
weren't any unintended consequences. I think we knew that something
bad could happen.” Palihapitiya had left Facebook years earlier. But he

had helped set the company down the path it remains on today, persuad-.

ing its chiefs to reengineer both the business and the platform around per-
manent, globe-spanning growth. The tools they had created to accomplish
‘this were “ripping apart the social fabric,” Palihapitiya said. “The short-
term, dopamine-driven feedback loops we've created are destroying how
society works,” creating a world with “no civil discourse, no cooperation;
misinformation, mistruth.” He urged the would-be engineers and startup
founders in the room to take heed. “If you feed the beast, that beast will
destroy you,” he said. “If you push back on it, we have a chance to control
itand rein it in.”

This string of breakdowns, their horrifying consistency, including the
2016 U.S. presidential election, suggested more than freak incidents. It
hinted at a deeper, perhaps universal transformation wrought by the social
networks, of which extreme violence was just a surface-level indicator. I
wanted to understand why this was happening, what it revealed about this
technology’s influence over our world. But a society-wide shift like Myan-
mar’s or America’s was driven by too many factors to isolate social media’s
role. I needed to start with a more self-contained episode, where social
media’s effects could be isolated, to understand the trend.

I worked with Amanda Taub, a fellow New York Times reporter with
whom I'd collaborated since 2014, when I'd recruited her to join Vox.
She’d previously worked as a human rights lawyer, including in Latin
America, which made her especially attuned to the warning signs of col-
lective violence. And she shared my fascination with social media, as well
as a sense that its influence remained incompletely understood. We put in
calls to rights workers, digital monitors, and other trusted contacts. Our
question to each of them was whether they had seen unusual upheaval
driven by social media. They all had the same answer, whatever continent
we reached them on: Yes, more all the time, and why has it taken you all so
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long to notice? But collecting information on a long-past incident wouldn't
do; memory is imperfect and shaded by bias. Amanda and I needed to see
firsthand, to trace back every step and rumor. We asked our contacts to
call us if anything combusted outside their windows.

We didn’t wait long. In early 2018, someone alerted us to a flash of
violence paralyzing Sri Lanka, the teardrop-shaped island nation about
the size of Maine off India’s southern coast. Whole villages, as if suddenly
possessed, had formed into mobs, ransacking and burning their neighbors’
homes. The military had been deployed. Though it was unclear what had
happened or why, everyone we contacted there named the same culprit:
Facebook.

2. The Tinderbox and the Match

PAST THE END of a remote mountain road, down a rutted dirt track, in a
concrete house without running water but bristling with smartphones,
thirteen members of an extended family were glued to Facebook. And
they were furious. The fourteenth member of their family had been beaten
to death a few weeks earlier. The police said he’d gotten into a traffic dis-
pute that had turned violent. But on Facebook, rumors insisted that his
assailants were part of a Muslim conspiracy to wipe out the Sinhalese, Sri
Lanka’s ethnic majority. The Sinhalese, from the Sanskrit word for “lion,”
dominate the country’s culture and politics. Their lion emblazons its flag.
But they had been gripped by a strange racial panic.

“We don’t want to look at it because it’s so painful,” H. M. Lal, the
vicHm’s cousin said, his voice trembling. “But in our hearts there is a desire
for revenge that has built.” When I asked Lal and the rest of his family if
they believed the posts were true, all but the elderly, who seemed not to
follow, nodded. Did other people on Facebook share their desire for
revenge? I asked. Again they nodded. They had shared, and could recite
verbatim, memes constructing an alternate reality of nefarious Muslim
plots. Though they had not joined in when Facebook groups boasting
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thousands of members planned a spree of retaliatory attacks on Muslims,
they did not disapprove, either.

“Facebook is important to us because if something is happening some-
where, that’s how we find out,” one said. “Facebook will tell us about it.”
Lal, the cousin, agreed. He called Facebook “the embers beneath the
ashes” of racial anger that, only days earlier, had brought the country to
chaos. “People get provoked into action.” This mountain village was our
starting point for retracing Sri Lanka’s slide into chaos. Facebook, we
found, had driven every deadly step. And at every step, as in Myanmar, it
had been warned, urgently and e;éplicitly, but refused to act.

We asked the family how it had happened. Everything had “started in
Ampara,” one said, uttering a name we had seen over and over online. The
real Ampara was just another village in a country scattered with them, a
few concrete buildings surrounded by open green fields. But the imagined
Ampara, constructed from social media rumors, was the epicenter of a
plot to destroy the country’s Sinhalese.

The Atham-Lebbe brothers knew nothing of the imagined Ampara
when, using money they’d saved toiling as manual laborers overseas, they
opened a one-room restaurant here. They are Muslim and speak Tamil, a
minority language, so they never encountered the Sinhalese—speaking dis-
tricts of the social web where their town was a symbol of racial peril. So
they had no way to anticipate that, on a warm evening in March 2018, the

real and imagined Amparas would collide, upending their lives forever.

During that night’s dinner rush, a customer began yelling in Sinha- -

lese about something he had found in his beef curry. Farsith, the twenty-
eight-year-old brother running the register, ignored him. He didn’t speak
Sinhalese. And drunk customers, he’d learned, were best ignored. He
wasn't aware that, the day before, a viral Facebook rumor had claimed,
falsely, that police had seized 23,000 sterilization pills from a Muslim
pharmacist here. If he had, Farsith might've understood why, as the cus-
tomer grew more agitated, a crowd began to form.
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The men circled Farsith, slapping his shoulders, yelling a question
that Farsith couldn’t quite understand. He grasped only that they were ask-
ing about a lump of flour in the customer’s curry, using the phrase “Did
you put?” He worried that saying the wrong thing might turn the crowd
violent, but so would saying nothing. “I don’t know,” Farsith said in broken
Sinhalese. “Yes, we put?”

The mob, hearing confirmation, collapsed onto Farsith and beat him.
They had been asking if he’d put sterilization pills in the food, as they'd all
seen on Facebook. Leaving him bloody on the floor, they pulled down
shelves, smashed furniture, ripped appliances from the walls. Dozens of
men from the neighborhood, having heard that the Facebook rumors
were true, joined in. They marched to the local mosque, which they seton
fire while the imam hid in his smoldering office, waiting to die.

In an earlier time, this calamity might have ended in Ampara. But
someone in the mob had taken cell-phone video of Farsith’s admission:
“Yes, we put.” Within hours, it was shared to a Sri Lankan Facebook group
called the Buddhist Information Center, which had won a fervent follow-
ing by claiming to provide true information about the Muslim threat. The
page published the shaky, eighteen-second clip as proof of the Islamopho-
bic memes it had hosted for months. Then the video spread.

As in Myanmar, social media had been initially received as a force for
good in Sri Lanka. It kept families in touch even as many worked abroad to
send money home. Activists and elected leaders credited it with helping to
usher in democracy. And thanks to zero-rating programs, the same strat-
egy Facebook had used in Myanmar, millions of people could access the
services for free.

Zero-rating had grown out of a peculiarity of Silicon Valley econom-
ics: the mandate for perpetual user growth. Poorer countries are not par-
ticularly lucrative for platforms; advertisers pay little to reach consumers
making a few dollars a day. But by spending aggressively now, the compa-
nies could preemptively dominate a poor country’s media and internet
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markets, where they would face few competitors. They could tell investors
that revenue was primed to explode in ten or twenty years, as consumers
there entered the middle class.

Facebook, WhatsApp, Twitter, Snapchat, and others launched zero-
rated services in dozens of countries, from Colombia to Kenya, where they
had no footprint and little familiarity, reasoning they would learn as they
went. They might contract a few local English teachers to translate essen-
tials like the “Add friend” button. They would outsource the rest to — what
else? — machine-learning algorithms. If the translations were wrong,
they’d find out by tracking user behavior.

“As the usage expands, it’s in every country, it’s in places in the world
and languages and cultures we don’t understand,” Chris Cox, Facebook’s
chief product officer, boasted in 2013. He cited one in particular: Myan-
mar, where he’d heard that Facebook already dominated locals’ access to
news. There was, they told themselves, whether out of ideological fervor or
financially motivated disinterest, no need to monitor or even consider the
consequences, because they could only be positive.

This was more than hubris. It drew on an idea, suffusing the Valley,
that had originated with Peter Thiel, Facebook’s foundational investor:
“zero to one.” It was a mandate, commercial and ideological, for compa-
nies to invent something so new that there was no market for it — starting
at zero — and then control that market absolutely, a field with one entrant.
“The history of progress is a history of better monopoly businesses replac-
ing incumbents,” Thiel wrote. Intel and processors. Apple and personal
computers. Uber and private taxis. Facebook and social networking,

A monopoly, liberated from competition, would be freed to invest in
innovation, bettering all mankind, he argued. This was baseless: monopo-
lies, as a rule, leverage their power to deliver less and less value while
extracting greater and greater rents from consumers. But it resonated in
the Valley, whose citizens reinterpreted the infinite-growth business
model, imposed by investors a few years earlier with the rise of cloud com-

puting, into a glorious mission, the continuation of *90s-era internet liber-
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ationism. It implied that overrunning whole societies, blindly trampling
whatever had come before, was not only acceptable but necessary.

Such an outcome, far from negative, was considered a gift to the
world. The tech industry would bring about nothing less than the “next
step” in our journey as a species, Zuckerberg wrote in a 6,000-word essay
published a year before I arrived in Sri Lanka. In perhaps the last gasp of
Valley utopianism, he pledged that Facebook would provide the “social
infrastructure” of a new era, elevating us beyond mere “cities or nations”
into “a global community.” This would enable “spreading prosperity and
freedom, promoting peace and understanding, lifting people out of pov-
erty,” even “ending terrorism, fighting climate change, and preventing
pandemics.”

The results on the ground bore little resemblance to these starry-eyed
visions. In the days after the Facebook-inspired mob ravaged Ampara, calls
for genocide saturated the platform. “Kill all Muslims, don’t even save an
infant” one post said. There were hundreds like it, all inspired by the
video of Farsith saying, “Yes, we put.” A Facebook-famous extremist urged
his followers to descend on a local Muslim enclave and “reap without leav-
ing an iota behind.” Members of a local human rights group, huddled ina
small office in the capital city, Colombo, marked down every post, tracing
a network of hate. They planned to pass it all along to Facebook. The
researchers were doing Facebook’s work for them, they knew, and for free.
Volunteer janitors for one of the world’s wealthiest platforms. But the com-
pany ignored them.

“We have given, for the past four years, data-driven examples of hate.
We've given them pages of data,” Sanjana Hattotuwa, then a researcher
with that rights group, Center for Policy Alternatives, told us. “It’s pointless
to coordinate with Facebook,” he huffed, pacing angrily. Hattotuwa, a
familiar face at international technology conferences, had managed to
make some connections at the company. But no matter how extreme the
inciternents to violence, no matter how stridently he warned that the plat-

form was going to get somebody killed, the response was the same: “They
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say it doesn’t contravene anything. They say please get back to us with
more information.”

Months earlier, before the devastation in Ampara, one of his col-
leagues, Raisa Wickrematunge, had spoken at a Stanford forum on social
media disinformation. During a coffee break, she cornered a Facebook
security manager, Jen Weedon, who'd sat on an earlier panel. She warned
Weedon that in Sri Lanka, Facebook was letting open calls to violence,
forbidden under the cbmpany’s own policies, run rampant. The conversa-
tion ended inconclusively. After the conference, Wickrematunge sent
Weedon a follow-up email, offering to flag dangerous hate speech for
Facebook to review — free assistance. She never received a response.

In October 2018, Sri Lankan civil leaders gave Facebook’s regional
office, which oversees South Asia’s 400 million users from India, a stark
presentation. Hate speech and misinformation were overrunning the plat-

form, seemingly promoted by its algorithms. Violent extremists operated

some of its most popular pages. Viral falsehoods were becoming consen-

sus reality for users. Facebook, after all, had displaced local news outlets,
just as it had in Myanmar, where villages were still burning. Sri Lanka
might be next. Separately, government officials met privately with Face-
book’s regional chiefs in Colombo. They pleaded with the company to
better police the hate speech on their platform. These posts and pages
violated the company’s own rules. Why wouldn’t Facebook act?

Facebook’s position was the same in both meetings. It wasn’t enough
for someone, even a government minister, to flag a post as hate speech.
Facebook, to act, had to verify any rule-breaking itself. But the platform
outsourced most of this work to I'T. companies, which did not employ
enough Sinhalese speakers to keep pace. Facebook representatives made
vague promises about staffing up.

The government officials asked if there was someone they could con-
tact directly in case of an explosion of Myanmar-style incitement. No, the
company reps told them. If they saw anything dangerous, they should use

the on-site form for reporting rule violations. This directive was madden-
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ing. That form, designed for everyday users, was the very same widget to
which Hattotuwa and his colleagues had already filed months of increas-
ingly alarmed reports, to almost total silence. All as the calls to violence
were getting progressively more specific, naming the mosques and neigh-

borhoods to be cleansed.

3. What Compels Facebook?

ACROSS COLOMBO, IN the colonial-era offices housing Sri Lanka’s
government ministries, the country’s information chief, Sudarshana
Gunawardana, told us that he and other officials “felt a sense of helpless-
ness” Before Facebook, in times of communal tension, he could meet
with civic leaders and media heads, urging messages of calm. Now, every-
thing his citizens saw and heard was controlled by engineers, far away in
California, whose local representatives would not even return his calls.

As signs of coming violence mounted, officials rushed out statements
debunking the most dangerous rumors. Nobody believed them. They had
seen the truth with their own eyes right on Facebook. Gunawardana
marked post after post using Facebook’s reporting widget. A high-ranking
official reduced to begging, via Facebook’s submission box, for some
anonymous moderator to take notice of his country’s spiral toward vio-
lence. Every single report was ignored. “There needs to be some kind of
engagement with countries like Sri Lanka,” Gunawardana said. “We'e a
society, we're not just a market.”

As anger over the Ampara video spread, Facebook extremists directed
the rage. One of them, Amith Weerasinghe, whose hatemongering had
been rewarded with thousands of followers, seized on the traffic dispute in
which Muslim youths had beaten a truck driver — the man whose family
we’d met. Weerasinghe circulated memes, shared thousands of times,
calling it the first blow in a Muslim uprising. As proof, he promoted the
fake-news story about Ampara police seizing many thousands of steriliza-

tion pills from Muslim pharmacies. To millions of Sri Lankans stewing in
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social media unreality, the supposed confession by Farsith, the restaurant
owner, looked like confirmation of everything. The race war was here. A
few days after Ampara’s riot, the truck driver, still in the hospital, died,
which caused online outrage to surge, as it often did, into calls for collec-
tive action: true Sinhalese should attend the funeral to show solidarity
against the Muslim menace. Busloads arrived at Kandy, the city nearest to
the truck driver’s village. Some fanned into surrounding towns.

To coordinate movements, Facebook users circulated links to private
WhatsApp groups. The Facebook-owned messaging app enables rapid-fire
communication, akin to group text messaging for hundreds of people at
once, with some viral-friendly twists. Users can forward content from one
group to another, enabling posts to spread exponentially. A large Whats-
App group can resemble a mishmash of Facebook, Twitter, and YouTube,
filled by viral content copied in from all three. WhatsApp sells itself espe-
cially on privacy: end-to-end encryption keeps out prying authorities.
There are no fact-checkers or moderators.

The digital researchers joined some of the groups. It wasn’t difficult;
group names were posted on Facebook hate pages, which operated as
openly as newspapers. In one viral WhatsApp video, a man dressed as a
monk yelled, “The knife at home is no longer to cut jackfruit. So kindly
sharpen that knife and go.” In another group, a user shared a photo of a
dozen makeshift weapons with a list of targets. He marked two mosques
with the word “tonight,” and another two with the word “tomorrow.” The
groups filled especially with content from Weerasinghe. Many shared a
video he’d posted on Facebook and YouTube that showed him walking the
shops of a town called Digana. Too many of them were owned by Mus-
lims, he said, urging Sinhalese to take the town back. The researchers sent
it all to Facebook. No response came.

They watched helplessly as hundreds of Sinhalese posted live from the
villages and towns whose streets they filled. Residents hung banners with

images of lions out their front windows. It was a message: Sinhalese live
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here. Everyone knew what was coming. The first Molotov cocktails flew
that evening. For three days, mobs ruled the streets. Going house to house,
wherever Muslims lived, they smashed through the front doors, ransacked
floor to ceiling, then set the homes afire. They burned mosques and
Muslim-owned businesses. They beat people in the street.

In Digana, the town where Weerasinghe had walked in his video, one
of those homes belonged to the Basith family. They sold slippers from the
first floor and lived on the second. Most had fled. But an elder son, Abdul,
had stayed behind and was trapped upstairs. “They have broken all the
doors in our house,” Abdul said in an audio message he sent to his uncle
on WhatsApp. “There are flames coming inside.” After a few moments, he
pleaded, his voice rising, “The house is burning” His family could not
reach the house. Police did not retake Digana until the next morning
They found Abdul dead upstairs.

The country’s leaders, desperate to stem the violence, blocked all
access to social media. It was a lever they had resisted pulling, reluctant to
block platforms that some still credited with their country’s only recent
transition to democracy, and fearful of appearing to reinstate the authori-
tarian abuses of earlier decades. Two things happened almost immedi-
ately. The violence stopped; without Facebook or WhatsApp driving them,
the mobs simply went home. And Facebook representatives, after months
of ignoring government ministers, finally returned their calls. But not to
ask about the violence. They wanted to know why traffic had zeroed out.

A few days later Amanda and I arrived in Digana, where ashes still
blew in the streets. The town, in Sri Lanka’s interior of rolling emerald
hills and nature preserves, sat only thirty minutes from some of the coun-
try’s most luxurious resorts. Neighbors watched from tea stalls as a man
named Fazal welcomed us into his home, just feet from the shell of the
building where his brother, Abdul, had died in the fire. Fazal, who works
as an imam, used Facebook for everything, the same as everybody else, he

said. T asked him about misinformation and hate online, but he didn’t
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seem to understand. Facebook simply was. I might as well have asked if he
blamed the fires on the wind. I didn’t want to press a man in mourning.
He put out ice cream for us and left for work.

A young neighbor who had joined us in Fazal’s house, Jainulabdeen,
told us, once our host had gone, “We expected this.” Perhaps not wanting
to embarrass Fazal, he had waited to speak up. Like the Basith family, Jai-
nulabdeen was Muslim. But Sinhalese neighbors had warned him days in
advance. “Most of them knew,” he said. “They knew it from Facebook.”
When [ asked about the video of Weerasinghe, the Facebook extremist,
walking Digana to call for Muslims’ expulsions, Jainulabdeen snorted and
shook his head. “We know him,” he said. “He’s from the area.” On Face-
book, Weerasinghe wielded the power to shape reality for hundreds of
thousands. But here in his hometown, he was just, Jainulabdeen insisted,
“a normal person.” His father was a carpenter. The families knew each
other. Jainulabdeen’s relatives had even asked Weerasinghe’s family to
intervene. The family, seemingly sharing their concerns, promised to talk
to him, but nothing had come of it. He loved being on the internet
too much.

Once the mobs dissipated, police arrested Weerasinghe for incite-
ment. Facebook finally shuttered his page. But the Ampara video that had
inspired so much violence, of the innocent Muslim restaurant-worker Far-
sith Atham-Lebbe pressured to confirm a nonexistent race war, remained
online. The researchers continued submitting pleas for Facebook to
remove it, and the company continued refusing, either ignoring their
reports or answering that the content broke no rules.

Farsith was in hiding, we learned, at the other end of the country.
While I scrounged a ride out in hopes of meeting him, Amanda headed
back toward the capital to chase down the details of a meeting she’d heard
about from a source. Earlier that day, Facebook’s policy director for South
Asia, Shivnath Thukral, had flown in to meet with government ministers,
the source had revealed. Now that Sri Lanka had pulled the plug, Face-
book was finally making a show of listening.
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Thukral was conciliatory, an attendee told Amanda. He acknowl-
edged that Facebook had failed to address the incitement and hate speech
that it had been wamned about again and again. He promised better
collaboration. The next day, Thukral held an off-the-record call with
civil representatives. He conceded that Facebook did not have enough
Sinhalese-speaking moderators to control misinformation and hate. He
again pledged that the company would hire more.

After a few weeks had passed, we asked Facebook how many Sinhalese-
speaking moderators they’d hired. The company said only that they'd
made progress. Skeptical, Amanda scoured employment websites in
nearby countries. She found a listing, in India, for work moderating an
unnamed platform in Sinhalese. She called the outsourcing firm through
a translator, asking if the job was for Facebook. The recruiter said that it
was. They had twenty-five Sinhalese openings, every one unfilled since
June 2017 — nine long months earlier. Facebook’s “progress” had been
a lie.

“We are a government that came to power on a mandate of free expres-
sion,” Harindra Dissanayake, a presidential advisor in Sri Lanka, told
Amanda. He used social media himself. It had pained him to shut off
access, if only for a few days. At their best, he said, social media platforms
“made things more transparent, gave voice to people who did not have
voices.” But the past months, he said, had destroyed his faith in the tech-
nology he’d once credited with bringing his country democracy. “This
idea of social media as an open, equal platform is a complete lie,” he now
believed. “There is no editor, there is the algorithm.”

He stressed that Sri Lanka’s divisions predated social media. But these
platforms, he warned, brought out the very worst in a society, amplifying
its extrermnes in ways that had never before been possible. “We don’t com-
pletely blame Facebook,” Dissanayake said. “The germs are ours, but
Facebook is the wind, you know?” His government was considering regu-
lations or fines, he said. But he knew Sri Lanka’s power was modest. Only

Americans, he believed, had enough leverage to force change. “You, the
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United States itself, should fight the algorithm. What compels Facebook,
beyond that?”

The next day, I arrived at the opposite end of the country, where a
local teacher who claimed to know Farsith guided me to a small settle-
ment some miles from Ampara, to a row of two-room concrete houses. He
pointed to the third from the end.

Farsith, waiting inside, had shaved his beard. Not to hide his faith, he
said, but because even in this far-flung village, he could hardly make it a
block without being recognized. “People would ask me all sorts of ques-
tions,” he said. Or shout at him,.“You're from the video!” He recounted the
riot, his confusion and fear, the mob’s fury. “I thought that would be my
last day,” he said. He'd fled the next morning.

Shy, almost childlike, he seemed off somewhere else. As we talked,
he twisted a hand in front of his five-year-old niece in half-hearted
play. She pulled and prodded at it, trying to bring his gaze up from the
floor. Her father, who had run the restaurant, brought us bananas and
tea. The brothers had taken out so many loans to build the shop, he said,
that they’d been unable to afford insurance. Now everything was gone
but the debt.

“We don’t know what to do,” Farsith’s brother said. Maybe they would
return to work construction in Saudi Arabia, which was where they'd
saved up money for the restaurant, though that would mean leaving their
families behind. “We are waiting on God for guidance.”

Farsith sighed. “I don’t have any intention of staying here,” he said.

I asked him several times about social media. Facebook had turned
him into a national villain. It had spread a lie that ruined his family, per-
haps now splitting them apart. It had nearly killed him. Even now, he lived
in fear of another mob incited by the platform.

Despite all that, he refused to abandon the social networks. With long,
empty days in hiding, he said, “I have more time and I look at Facebook
much more.”

[ was shocked. Even if he bore no ill will toward the company whose
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platform had upended his family’s lives, I said, he knew firsthand that he
couldn’t believe what he saw there.

It wasn’t that he had faith that social media was accurate, he said. “But
you have to spend time and money to go to the market to get a newspaper.
I can just open my phone and get the news instead.” He looked up from
the floor, shrugging. “Whether it’s wrong or right, it’s what I read.”

I kept in intermittent contact with Farsith. His family slipped into pov-
erty. Threats continued to follow him. Someone from Facebook got in
touch — citing the article that Amanda and I had written — to ask him
what had happened. Farsith told the person that he was desperate for a way
to feed himself. He was willing to work. The call ended and he never
heard from Facebook again. After a year, he had saved up enough to travel

to Kuwait, where he began working as a day laborer. He is still there.
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Church Bells

1. Status Threat

IT WAS DURING an interview with Gema Santamarfa, a scholar of vigi-
lante violence who had researched strange incidents in her native Mexico,
that I realized I would spend years trying to understand how this pattern
might be playing out, albeit in less obvious ways or to less obvious effects,
around the world, maybe even in the United States, where parallels with
Trumpism’s rise were only coming into view. She was finding in Mexico
the same kinds of outbreaks that researchers in other countries around the
globe had been documenting. A Cancun suburb that erupted into vio-
lence over online misinformation. A village of quiet families who, after
starting a Facebook page for community news that became a hotbed of
paranoid rumors, tied up a pair of bewildered traveling pollsters, whom
they had accused of plotting to harvest the organs of local children, and
set them on fire. Then, in another village, the same pattern, from the
details of the rumor to the method of killing, this time claiming the lives
of two men who were in town to buy fence posts.

“Social media plays the role that the ringing of the church bells used
to play in the past,” Santamarfa said. “That’s the way that people know
that a lynching is going to happen.” The platforms, she explained, repro-
duced certain age-old mechanisms by which a community worked itself
into collective violence. Lynching, when a group follows its moral outrage
to the point of hurting or killing someone — the tyranny of cousins at
work — is a communal impulse. A public show of what happens to those
transgressing the tribe.
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“The aim of it is to communicate,” Santamaria said of lynching. The
false rumors that consistently spread in advance of mass violence, she
believed, were the tell that social media had learned to reproduce that
age-old process. More than merely triggering preexisting sentiment, social
media was creating it. The rumors were hardly random. “They have a
logic to them,” she said. “They do not target everyone.” Rather, the rumors
activated a sense of collective peril in groups that were dominant but felt
their status was at risk — majorities angry and fearful over change that
threatened to erode their position in the hierarchy. Because the imper-
sonal forces of social change are, for most people, no more defeatable than
the weather, social media had stepped in to provide a more corporeal, con-
querable villain: feminist bloggers, the religious minority next door, refu-
gees. “This finally is something that you have control over,” Santamaria
said. “You can actually do something about it”

In Myanmar, social media platforms indulged the fears of the long-
dominant Buddhist majority who felt, with democracy’s arrival, a shift in
the status quo that had long privileged them. In India, it was the Hindu
majority, on similar grounds. In 2018, BBC reporters in northern Nigeria
found the same pattern, the Fulani majority pitted against the Berom
minority, all on Facebook. In America, social media had tapped into white
backlash against immigration, Black Lives Matter, increased visibility of
Muslims, cultural recalibration toward greater tolerance and diversity.
The most-shared rumors, Santamaria pointed out, often had to do with
reproduction or population. Sri Lanka and sterilization pills. America and
a liberal plot to replace white people with refugees.

The defining element across all these rumors was something more
specific and dangerous than generalized outrage: a phenomenon called
status threat. When members of a dominant social group feel at risk of los-
ing their position, it can spark a ferocious reaction. They grow nostalgic
for a past, real or imagined, when they felt secure in their dominance
(“Make America Great Again”). They become hyper-attuned for any
change that might seem tied to their position: shifting demographics,
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evolving social norms, widening minority rights. And they grow obsessed
with playing up minorities as dangerous, manifesting stories and rumors
to confirm the belief. It’s a kind of collective defense mechanism to pre-
serve dominance. It is mostly unconscious, almost animalistic, and there-
fore easily manipulated, whether by opportunistic leaders or profit-seeking
algorithms.

The problem isn’t just that social media learned to promote outrage,
fear, and tribal conflict, all sentiments that align with status threat. Online,
as we post updates visible to hundreds or thousands of people, charged
with the group-based emotions that the platforms encourage, “our group
identities are more salient” than our individual ones, as William Brady
and Molly Crockett wrote in their paper on social media’s effects. We
don’t just become more tribal, we lose our sense of self. It’s an environ-
ment, they wrote, “ripe for the psychological state of deindividuation.”

The shorthand definition of deindividuation is “mob mentality,”

though it is more common than joining a mob. You can deindividuate by

sitting in the stands at a sports game or singing along in church, surrender-

ing part of your will to that of the group. The danger comes when these
two forces mix: deindividuation, with its power to override individual
judgment, and status threat, which can trigger collective aggression on a
terrible scale.

I thought back to a conversation with Sanjana Hattotuwa, the impas-
sioned digital researcher who'd tracked online hate in Sri Lanka. “The
cancer has grown such that you're looking at ordinary people,” he’d said.
“It’s disturbing. The radicalization is happening at a very young age.” Even
schoolkids from perfectly nice families, if they were active with social
media, got sucked in, their worlds and worldviews defined by the status
threat they encountered online. “This is their initiation into communal
relations,” he said. “And it’s hate. It’s really, really bad.”

Perhaps this pattern, of status threat running rampant online, helped
explain why, in 2016, Trump supporters had fallen so much further down
the digital rabbit hole than other Americans. If social media were built to
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activate majoritarian identity panic, then America’s shrinking white major-
ity — and especially the non-college-graduate or working-class whites who
tend to hold their racial identity most closely and who became the bulk of
the Trump coalition — would be dangerously susceptible to the same pat-
tern I'd seen in Sri Lanka. Status threat and digital deindividuation on a
national scale. By 2018, that tribe had, with a handful of exceptions like
the rally in Charlottesville, not yet worked itself up to outright mob vio-
lence. But I wondered whether this sort of social media influence might
be coming out in other forms, priming people for racial violence in less
obvious but still consequential ways.

I'soon got an answer. Just as Sri Lanka combusted in March 2018, two
German social scientists neared completion on a long project examining
the subterranean effects of social media on their country. The study hinted
ata shocking revelation, suggesting that events like those in Myanmar and
Sri Lanka, far from being unique, were playing out in Western democra-
cies, too, just in subtler ways. To understand it, I traveled to a small town
near Diisseldorf, where my colleague Amanda Taub would join me a few
days later.

2. Irony Poisoning

FOR TWO DAYS in June 2018, a few months after our reporting in Sri
Lanka, I wandered the cobblestone streets of Altena, asking a question
that brought sober, knowing nods. What happened to Dirk Denkhaus?
Altena, like many other towns in Germany’s industrial northwest, was
declining, locals would explain, a situation that left young people bored
and disillusioned. Germany had recently accepted nearly one million ref-
ugees from far-off war zones, which most in Altena had supported. But
some had found the influx disorienting. That was the context, they would
say, to understand why Denkhaus, a young firefighter trainee who had
been considered neither dangerous nor political, had tried to burn down a

refugee group house while several families slept inside.
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But those I stopped, whether old or young, repeatedly cited another
factor they called just as important as the others: Facebook. Everyone here
had seen social media rumors portraying the refugees as a threat. They'd
encountered the vitriol filling local Facebook groups, a jarring contrast to
Altena’s physical spaces, where people waved warmly to refugee families.
Many here suspected — and prosecutors would later argue — that Denkhaus
had isolated himself in an online world of racist paranoia that had gradu-
ally changed him.

Altena exemplified a long-suspected but, as of 2018, scantily studied
phenomenon: that social media platforms make whole communities more
prone to racial violence. The town was one of more than three thousand
datapoints in a study that claimed to prove it. Karsten Miiller and Carlo
Schwarz, researchers at the University of Warwick in the UK, had gath-
ered data on every anti-refugee attack in Germany over a two-year span,
3,335 in all. It had been a volatile period, as Europe’s refugee crisis had
been followed by a rise in far-right politics. The sheer scale presented an
opportunity to isolate social media’s influence. In each incident in the
study, the researchers analyzed the respective local community, using a
handful of key variables. Wealth. Demographics. Political allegiance.
Number of refugees. History of hate crime.

One thing stuck out. Towns with higher-than-average Facebook use
reliably experienced more attacks on refugees. This held true in virtually
any sort of community: big or small, affluent or struggling, liberal or con-
servative. The uptick did not correlate with general web usage; it was par-
ticular to Facebook. Their data boiled down to a breathtaking statistic:
Wherever per-person Facebook use rose by one standard deviation above
the national average, attacks on refugees increased by about 35 percent.
Nationwide, they estimated, this effect drove as much as 10 percent of all
anti-refugee violence.

Experts whom I asked to review the findings called them credible and
rigorous. Still, the study later attracted criticism for methodological flour-

ishes. To gauge town-by-town Facebook usage, for example, the research-
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ers tracked a battery of indicators, one of which was how many users joined
the Nutella fan page. They reasoned that Nutella was universally popular
and culturally neutral, making it a useful benchmark. Critics called the
choice unserious and unsound. The researchers ironed out the issues in a
later redraft. My interest, however, was not in proving out the math at the
end of their paper, but in using it as a road map for Facebook’s influence. It
was why I'd come to Altena, where the researchers had found that Face-
book usage and anti-refugee sentiment were both unusually high and at
rates in line with the paper’s projections. Perhaps Denkhaus represented a
deeper shift.

When refugees had first arrived here a few years earlier, in 2015, so
many locals had volunteered to help that Anette Wesemann, who'd taken
over the local refugee-integration center after giving up her home in bus-
tling Hanover for quiet village life, couldn’t keep up. She would find Syr-
ian or Afghan families attended by whole entourages of self-appointed life
coaches and German tutors. “It was really moving,” she said. But when she
set up a Facebook page to organize volunteer events, it filled with anti-
refugee vitriol of a sort she’d never encountered off-line. Some posts were
threatening, mentioning local refugees by name. Over time, their anger
proved infectious, dominating the page. When I mentioned the research
linking Facebook to anti-refugee violence, she responded, “I would believe
it immediately.”

Anti-refugee sentiment is among the purest expressions of status
threat, combining fear of demographic change with racial tribalism. Even
if few locals truly hated refugees, their posts rose over and over, rewarded
for their ability to provoke, like the anti-vaccine content that Renée DiR-
esta had found overwhelming parenting groups. As their hate overran
local pages, creating, as usual, a false impression of consensus, more
seemed to join in.

Dirk Denkhaus turned out to have experienced a microcosm of this
process. When I met with Gerhard Pauli, the region’s chief prosecutor,

who’d overseen the investigation into Denkhaus, he pulled out a binder
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containing hundreds of printouts of Facebook and WhatsApp posts the
police had pulled from Denkhaus’s cell phone. His slide into extremism,
Pauli said, had begun as a joke. He and a friend would exchange racist
memes, often borrowed from public Facebook groups, to provoke and
shock each other.

“They found themselves joking, addressing one another as ‘mein Fiih-
rer’ and such,” the prosecutor said, shaking his head. Over time, the senti-
ment became sincere. “There’s a very small distance,” Pauli said, “between
joke and real” Denkhaus crossed that distance in about six months. “He
said to his partner one day, ‘And now we have to do something,” Pauli
said. That night he and his friend broke into the attic of a refugee group
house and set a fire seemingly intended to kill all inside. Fortunately, the
fire fizzled. Police arrested both men the next day.

There’s a term for the process Pauli described, of online jokes gradu-
ally internalized as sincere. It’s called irony poisoning. Heavy social media
users often call themselves “irony poisoned,” a joke on the dulling of the
senses that comes from a lifetime engrossed in social media subcultures,
where ironic detachment, algorithmic overstimulation, and dare-to-offend
humor prevail. In more extreme forms, sustained exposure to objection-
able content, spent going down Facebook or YouTube rabbit holes, can
lower people’s defenses against it. Desensitization makes the ideas seem
less taboo or extreme, which in turn makes them easier to adopt.

In court, Denkhaus’s lawyer emphasized that his client had, in his off-
line life, shown no animus toward refugees before that night. While
intended to downplay social media’s relevance, this observation instead
underscored its power. In the real Altena, overwhelmingly tolerant social
norms prevailed. But on Facebook, a closed environment with its own
moral rules, Denkhaus had drifted unchecked toward extremism.

Pauli believes that Denkhaus represented a trend. The prosecutor said
he was “quite sure” that social media had exacerbated Altena’s rise in vio-
lence. A few months later its mayor was stabbed by a man who said he was

outraged by the town’s pro-refugee polic‘ies. Police, Pauli said, suspected a
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social media link. Local Facebook pages had filled with rage toward the
mayor just before the attack. Police hadn’t bothered to collect evidence of
online influence, though, since the attacker had already confessed. And
even if Pauli considered the Silicon Valley giant a kind of unwitting
accomplice, he knew that the company was beyond any justice that he
could bring.

His office spent more and more time tracking incitement on the plat-
forms. He was growing concerned, he said, about rumors that could spin
otherwise normal people into violence. Strangely, as in Mexico and Indo-
nesia and seemingly every other country, they often seemed to turn on
mysterious threats to children. “We have lots of situations where some-
body saw somebody outside the kindergarten,” Pauli said, shaking his
head. “Within five minutes it’s spreading,” he said, “and from post to post,
it gets worse. It takes two hours and then you have some lynch mob on the
street.”

3. Superposters

TRAUNSTEIN, A MOUNTAINSIDE town near Austria, is, in many ways,
Altena’s opposite. Its tourist economy is thriving. Its politics lean liberal.
Young people are active in the community. But as in Altena, Facebook use
and anti-refugee violence are both unusually high here. I arrived, now
joined by Amanda, looking for something in particular. By checking local
Facebook groups for the most active and visible posters, we found what’s
known as a superposter, someone who is thought to embody the ways that
Facebook can make a community incrementally more extreme. His
named was Rolf Wassermann.

Whatever image you have in your head of the basement-dwelling
internet addict, Wassermann is the opposite. Middle-aged and tanned, an
artist by trade, sporting a salt-and-pepper beard and an all-black suit, he
looks like he stepped out of a TV ad for upmarket beer. Though conserva-

tive, he is hardly radical. But he is furiously active online, where he fits the
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superposter’s archetypal profile. He posts streams of rumors, strident opin-
ion columns, and news reports on crimes committed by refugees. Though
none I saw crossed into hate speech or fake news, in the aggregate they
portrayed Germany as beset by dangerous foreigners.

“On Facebook, it’s possible to reach people who are not highly politi-
cal” he told us over coffee. “You can build people’s political views on
Facebook.” He described what he said was a typical arc for people he met
there. They'd start as not particularly political. They'd begin posting fre-
quently, perhaps thanks to a sudden surfeit of free time, on whatever items
appeared on their feeds. They'd join Facebook groups, which is where
he often met them. Over time, they’d become more stridently political, he
said. Just as he had.

He preferred social media to newspapers or TV, he said, because
“Facebook is more honest.” For example, on Facebook he had learned,
he said, that the number of refugees in Germany and the crimes they'd
committed were both higher than the media claimed. And he had done
his best to amplify this revelation. “The things people say on Facebook are
just more true,” he said. As if realizing the absurdity of believing such a
thing on pure faith, he laughed, adding, “I assume they are, anyway. I'm
not God, I don’t know.”

Hyperactive users like Wassermann tend to be “more opinionated,
more extreme, more engaged, more everything,” said Andrew Guess, a
Princeton University social scientist. It’s a different set of traits than those
you might associate with the much-studied, much-interviewed class of
social media addicts and early adopters like Adam, the 4chan devotee.
Superposters are a breed of their own, and one that the platforms have
rendered exceptionally influential. When more casual users open social
media, often what they see is a world shaped by superposters. Social media
attracts people with certain personality tics that make heavy usage unusu-
ally gratifying. Their predominance, in turn, distorts the platforms’ norms
and biases.

And those defining traits and tics of superposters, mapped out in a
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series of psychological studies, are broadly negative. One is dogmatism:
“relatively unchangeable, unjustified certainty.” Dogmatics tend to be narrow-
minded, pushy, and loud. Another: grandiose narcissism, defined by feelings
of innate superiority and entitlement. Narcissists are consumed by cravings
for admiration and belonging, which makes social media’s instant feedback
and Jarge audiences all but irresistible. That need is deepened by super-
posters’ unusually low self-esteem, which is exacerbated by the platforms
themselves. One study concluded simply, “Online political hostility is
committed by individuals who are predisposed to be hostile in all con-
texts.” Neurological experiments confirmed this: superposters are drawn
toward and feel rewarded by negative social potency, a clinical term for
deriving pleasure from deliberately inflicting emotional distress on others.
Further, by using social media more, and by being rewarded for this with
greater reach, superposters pull the platforms toward these defining ten-
dencies of dogmatism, narcissism, aggrandizement, and cruelty.

In an unintended 2015 test of this, Ellen Pao, still Reddit’s chief, tried
something unprecedented: rather than promote superusers, Reddit would
ban the most toxic of them. Out of tens of millions of users, her team con-
cluded, only about 15,000, all hyperactive, drove much of the hateful con-
tent. Expelling them, Pao reasoned, might change Reddit as a whole. She
was right, an outside analysis found. With the elimination of this minus-
cule percentage of users, hate speech overall dropped an astounding 80
percent among those who remained. Millions of people’s behavior had
shifted overnight. It was a rare success in combating a problem that would
only deepen on other, larger platforms, which did not follow Reddit’s lead.
They had no interest in suppressing their most active users, much less in
acknowledging that there might be such a thing as too much time online.

Could superposters alter not just what showed up in people’s feeds,
but their very sense of right and wrong? I put the question to Betsy Levy
Paluck, who had won a MacArthur Foundation “genius grant” for her
work exploring how social norms influence behavior. I expected her to cite

her research on, say, communal violence in Rwanda. Instead, she wanted
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to talk about school bullying. Schoolkids bully or don’t, she found in a
long investigation, based largely not on whether they expect punishment
or think the target deserves it, but on whether it feels moral to them. Either
bullying felt permissible, even righteous, or it felt wrong, and that internal
barometer was what mattered most. But how does our moral barometer
become set? We like to think of ourselves as following an innate moral
code, derived from lofty principles, lived experience, the advice of a
trusted elder. In truth, studies find over and over, our sense of right or
wrong is heavily, if unconsciously, influenced by what we believe our peers
think: morality by tribal consensus, guided not by some better angel or
higher power but by self-preserving deference to the tyranny of cousins.

In an experiment in rural Mexico, researchers produced an audio
soap opera whose story discouraged domestic violence against women. In
some areas, people had the soap played for them privately in their homes.
In others, it was broadcast on village loudspeakers or at community meet-
ings. Men who listenied at home were just as prone to domestic violence as
they had been before. But men who listened in group settings became
significantly less likely to commit abuse. And not out of perceived pres-
sure. Their internal beliefs had shifted, growing morally opposed to
domestic violence and supportive of gender equality. The difference was
in seeing their peers absorb the soap opera. The conformity impulse — the
same one that had led Facebook’s first users to trick themselves into fum-
ing over the news feed — can soak all the way to the moral marrow of your
innermost self.

Most of the time, deducing our peers’ moral views is not so easy. So we
use a shortcut. We pay special attention to a handful of peers whom we
consider to be influential, take our cues from them, and assume this will
reflect the norms of the group as a whole. The people we pick as moral
benchmarks are known as “social referents.” In this way, morality is “a sort
of perceptual task,” Paluck said. “Who in our group is actually popping
out to us? Who do we recruit in our memories when we think about what’s

common, what’s desirable?”
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To test this, Paluck had her team fan out to fifty-six schools, identify-
ing which students were influential among their peers as well as which
students considered bullying to be morally acceptable. Then she picked
twenty or thirty students at each school who seemed to fit both conditions:
these were, presumably, the students who played the greatest role in instill-
ing pro-bullying social norms in their communities. They were asked to
publicly condemn bullying — not forced, just asked. The gentle nudge to
this tiny population proved transformative. Psychological benchmarks
found that thousands of students became internally opposed to bullying,
their moral compasses pulled toward compassion. Bullying-related disci-
plinary reports dropped by 30 percent.

Social media platforms place us all in a version of Paluck’s school
experiment. But, online, our social referents, the people artificially pushed
into our moral fields of vision, are the superposters. Not because they are
persuasive, thoughtful, or important, but because they drive engagement.
That was something unique to platforms like Facebook, Paluck said. Any-
one who got a lot of time on the feed became influential. “In real life,
some people might talk a lot but not be the most listened to. But Face-
book,” she said, “puts them in front of you every time.”

And social media doesn’t just surround you with superposters. It dis-
plays their messages on vast, public forums, where you know that everyone
else sees them, too, like the loudspeakers in Mexican villages that had
demonstrated such power to alter a community all at once. In Germany,
social media appeared to have elevated a class of superposters like Wasser-
mann who gave sitewide users the impression that social norms were more
hostile to refugees and more conspiratorial than they really were. It was
Facebook’s 2006 “Against News Feed” imbroglio, now elevated to an
entire nation’s political psyche, and directed at millions of the country’s
most vulnerable residents. Even if none of those superposters explicitly
endorsed violence, Paluck said, the aggregate effect of their anti-refugee,
anti-government messaging likely made vigilante violence feel tolerated,

even encouraged.
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That afternoon, at a Traunstein community event, a teacher named
Natascha Wolff perked up when she heard me asking about social media.
Wolff taught at a vocational school, she said, with a mix of German- and
foreign-born students. In recent months, the German kids had veered,
almost uniformly, toward strident anti-refugee hostility she’d never encoun-
tered before. There were, she knew, likely many reasons for this. But when-
ever she asked where they'd learned the phony statistics or hateful claims
they repeated to one another with alarm, she got the same answer:
Facebook.

Any rumor or tidbit on Facebook disparaging foreigners, she said, “gets
around fast. People feel confirmed in their viewpoint.” She added, whip-
ping her arm up and down to mimic someone slamming a keyboard, “It’s
just, ‘like, like, like.” If she challenged a false claim, she always got the
same response: “Everybody knows this is true.” But often the students were
wrong about that, too; many in Traunstein rejected the rumors as false.
Wolff worried that this Facebook bubble, the false communal consensus,
had consequences. Her refugee students had coffee dumped on them in
the street, garbage thrown on them from car windows. Casual, light-of-day
violence one only attempts with the assumption that it will be tolerated.

Violence born on social media had grown so common that the police
had begun treating the platforms as an ongoing threat to public safety.
“Facebook is not just like a pinboard where people hang things and others
read them,” a local police inspector named Andreas Guske told us over
coffee the next day. “Facebook, with its algorithm, influences people.”
Guske, a veteran detective, slightly graying, began to take social media
seriously as a threat in 2015, during a nearby Group of Seven summit.
When protesters swept in, he noticed platforms filling with rumors, some
of which whipped the crowds into paranoid frenzies. The next year, attacks
on refugees seemed to rise in concert with online hate speech. He retooled
the team overseeing department communications to fight back, online
and off. They thought of themselves as public-health workers, inoculating

communities against viral misinformation and its consequences.
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In one recent case, Guske told me, Facebook had swirled with claims
that a group of Muslim refugees in a town near Traunstein had dragged an
eleven-year-old girl to a pedestrian underpass and raped her. The rumor,
though false, provoked waves of outrage as Facebook pushed it out across
Germany. When police denied the story, users insisted that politicians had
ordered them to cover it up. The rumors had begun, Guske’s team found,
after police arrested an Afghan immigrant accused of groping a seventeen-
year-old girl. As Facebook users relayed the incident, some added details
that shocked or outraged, which sent those versions rocketing past the
truth. One assailant became several. A groping became a rape. A teenage
victim became an adolescent.

The police posted statements on Facebook and Twitter debunking the
rumor by reconstructing its spread. If the police could show how the plat-
forms distorted reality, Guske believed, people would be persuaded to
reject what they’d seen there. But he also knew that, on social media, a
sober fact-check would never rise as high as a salacious rumor. So his team
identified locals who had shared the rumor early in its spread, then showed
up at their homes with evidence that they had gotten it wrong. He urged
them to publicly disavow their claims, hoping to turn the platforms’ own
promotion systems against the misinformation. All but one removed or
corrected their posts as he’d requested. But they could never keep up with
the platforms, whose poisonous output, he feared, was only accelerating.
And he lamented that Facebook, at that point a $500 billion company, left
it to overworked police departments to manage the risks they created. “It’s
hard to prevent fake news, because once Facebook pushes it...” he trailed
off, shaking his head. “What more can you do?”

That afternoon, as Amanda interviewed locals across town about
social media, I met in a nearby park with a young woman who’d attended
Wolff’s vocational school. She came with a friend, who brought her tod-
dler. Both women, polite but guarded, described themselves as not very

political. Neither read the news except for what they saw on Facebook,

“which they checked frequently. Once I asked how they felt about refugees,
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it was all they wanted to talk about. Refugees were violent, they were rap-
ists, and many sympathized with extremists, they said. They recounted
lurid, implausible stories of refugee crimes hidden by the government.
They had read all about it on Facebook, which was where they often dis-
cussed the “refugee situation,” one said.

Traunstein leans liberal but is politically split, and I asked the woman
if she ever got into arguments about refugees online. She seemed con-
fused by the question. “Everyone feels this way,” she said. Her filter bub-
ble, unanimous in fear, had become her reality. She, like Wassermann
and his online friends, like Wolff’s other students, like the locals that
Guske implored to take down racist falsehoods, were the submerged mass
of an iceberg of society-wide social media radicalization. Denkhaus, the
firefighter-arsonist, was just its tip. There were countless other Germans
who had also grown more xenophobic, more conspiratorial, more nation-
alistic. Most would never resort to violence. But their collective drift had
deeper consequences, pulling invisibly at society’s mores and politics. In a
wealthy democracy like Germany, the result might not be as obvious as a
lynch mob or a riot. It might be worse. The country’s political center was
collapsing. The German far right was rising.

“One of the students in my school was sent back to Africa,” the woman
said approvingly. The deportation had been over an error in his immigra-

tion paperwork. “They should all be sent back.”

4. Going Dark

THE GERMAN RESEARCHERS at the University of Warwick knew that
one element of their theory — causality — needed special attention. Could
it be proven that Facebook usage and anti-refugee violence rose in tandem
specifically because the former caused the latter? They hit on the idea of
examining every significant internet outage in the period their study cov-
ered. German internet infrastructure tends to be localized, making out-

ages common but isolated. Each was an opportunity to test causality: if
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depriving a community of Facebook suddenly decreased locals’ violence
toward refugees, it would suggest that Facebook drove some attacks.

Sure enough, whenever internet access went down in an area with
high Facebook use, attacks on refugees dropped significantly. The same
drop did not occur, however, when areas with high internet usage but only
average Facebook usage suffered an outage, suggesting that the violence-
provoking effect was specific to social media, rather than from the internet
itself. And violence dropped by the same rate — 35 percent — at which the
study had suggested Facebook boosted such attacks. The researchers
stressed that this was not definitive in itself, just an exercise by which to
check their conclusions. But it was a striking indication that they were
onto something — and an opportunity to consider, with a rigor that one-
off shutdowns like Sri Lanka’s could not provide, what happens when
social media goes away.

“The world got smaller, a lot changed,” Stefania Simonutti said, recall-
ing the outage that had blanketed her Berlin suburb for several days to a
few weeks, depending on the block. The suburb, Schmargendorf, feels
like a haven from the forces of hate. Diverse, middle-class families stroll
boutique-lined avenues and upscale farmers” markets. But Facebook usage
is high here. So are anti-refugee attacks — except during the outage.

Simonutti, asked how she’d coped, opened her mouth and pressed her
palms to her cheeks in a pantomimed scream. She’d lost touch with family
abroad — and with the news, for which she trusted only social media.
“Many people lie and fake things in the newspapers,” she said. “But with
the internet, I can decide for myself what to believe and what not.” Forced
to forgo the social media conspiracies she liked to follow online, she said,
she filled the empty time relaxing with her family.

Everybody seemed to remember the outage. Esperanza Mufioz, a
cheery, freckled woman who’d moved here from Colombia in the 1980s,
had found it relaxing. She socialized more with neighbors and followed
the news less. Her daughter, a medical student, said that she hadn’t real-

ized how much anxiety the platforms caused her until she went for a few
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days without them. The outage, she said, had driven home the extent to
which “when news spreads on Facebook, it’s made more provocative.” Her
mother agreed. When her native Colombia had held elections a few weeks
earlier, she said, her news feed, dominated by fellow Colombians, had
filled with partisan bickering and outrage — and, as if by some script, with
fearmongering about refugees. ’

Earlier that year, in April, Zuckerberg had given an interview to Vox’s
editor-in-chief, Ezra Klein, who pressed him on the genocide in Myan-
mar. As evidence for Facebook’s progress, Zuckerberg said that, at the
height of the bloodshed, the company’s security team had identified users
in Myanmar inciting violence on Facebook Messenger. “Now, in that case,
our systems detect that that’s going on. We stop those messages from going
through,” he said. “But this is certainly something that we're paying a lot
of attention to.”

After the interview was published, Myanmar rights groups replied
with a furious open letter. In fact, they said, they were the ones — and not
Facebook — who had found the chain-letter-style messages fomenting vio-
lence. And because they lacked Facebook’s internal tools for automatically
monitoring the platforms, they had been able to ferret them out only
through what they stressed was the cumbersome and woefully insufficient
method of a manual hunt. Even then, the rights groups had still been
forced to barrage Facebook with days of warnings before someone in the
company finally acted. But it was too late. The users, apparently acting on
these viral messages, had already organized and executed three separate
attacks, one of which involved attempting to burn down a school. The
episode, the groups said, underscored Facebook’s “overreliance on third
parties, a lack of a proper mechanism for emergency escalation, a reti-
cence to engage local stakeholders around systemic solutions, and a lack of
transparency.” Zuckerberg sent the groups an email apologizing, though
~ only for failing to credit them by name, which, the rights workers empha-
sized in their response, had not been their primary concern.

That August, the United Nations issued its formal report on the geno-
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cide. It called the role of social media, particularly Facebook, “significant.”
But Facebook still refused to share its data with UN investigators, the
investigators said, impeding their ability to understand how the genocide
had happened and, therefore, how to prevent another. “You can't just snap
your fingers and solve these problems,” Zuckerberg said a month later. “It
takes time to hire the people and train them, and to build the systems that
can flag stuff for them.” But of course, in both Myanmar and Sri Lanka,
Facebook had met warnings of impending violence not with any flurry of
new safeguards or moderator hires but with months of inaction. Now,
again, nothing appeared to change, a Myanmar-based digital-monitoring
group told me. Facebook had solicited the group to monitor for rising
online incitement or other dangers. But the company mostly ignored the
group’s reports, no matter how urgent. Facebook, they believed, had hired
them as an empty PR sop.

Adam Mosseri, the executive who had overseen the all-powerful news
feed during the Myanmar and Sri Lanka killings, was promoted to vice
president of Instagram, then its president. Jen Weedon, the Facebook
security-policy manager who had not answered the Sri Lankan research-
er's warnings of the coming bloodshed, was promoted as well. Earnings
exceeded a record $55 billion that year, up nearly 40 percent from the year
before.

“The business model is what got us into trouble,” Hany Farid, a UC
Berkeley computer scientist who had consulted with governments and
rights groups on emerging dangers on the social web, told me later that
year. “Four hundred hours of YouTube uploaded every minute. A billion
uploads to Facebook a day. Three hundred million tweets a day. And it’s
sort of a mess,” he said. “The tech companies, I wouldn't even say they fell
asleep on the job. I'd say they had their eyes wide open. I think they knew
exactly what they were doing. They knew the poison was on the network.
They knew they had a problem. But it was all about aggressive growth.
That’s where the problem started from.”

Farid took a breath, returning to the topic that I'd called about, a
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specialized technology that the platforms used. But later, near the end of a
technical explanation, as he stumbled into a reference to YouTube, his
voice rose again. “YouTube is the worst,” he said. Of what he considered
the four leading web companies — Google/YouTube, Facebook, Twitter,
and Microsoft — the best at managing what he’d called “the poison” was,
he believed, Microsoft. “And it makes sense, right? It’s not a social media
company,” he said. “But YouTube is the worst on these issues,” he repeated.

It had been a year of scandal and controversy around Facebook, widely
taken as the most influential platform. But Farid’s admonition resonated
because, even as | investigated the effects of Facebook in Sri Lanka and
Germany, I had been hearing the same from digital experts, rights groups,
and others: look at YouTube. “YouTube is the most overlooked story of
2016,” Zeynep Tufekei, a University of North Carolina sociologist tweeted
a year after the election. “Its search and recommender algorithms are mis-
information engines.” She later called it “one of the most powerful radical-
izing instruments of the twenty-first century.” Danah Boyd, the founder of
a tech-focused think tank, agreed, telling my colleague Amanda, “You-
Tube is perhaps the most troubling platform we have out there right now.”

More and more, stories about strange, destabilizing occurrences — a
rising hate group, a dangerous new medical rumor, a lonely kid turned
shooter — were mentioning YouTube. I'd barely finished franscribing my
notes from Germany when, a few weeks after my conversation with Farid,
something happened there that made immediately clear why he’d issued

his warning.
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The Rabbit Hole

1. The YouTube Riot

NEO-NAZIS HAD HELD the streets of his town on and off for two days
when Séren Uhle, a trim and bespectacled municipal official, began to
get strange phone calls from reporters. As far as Uhle knew, two Middle
Eastern refugees had stabbed a local man during an argument, killing
him, which far-right groups had seized on to encourage people to flood
into his city. Now, reporters were telling him, it turned out that the refu-
gees had actually killed not one but two men. They had also been molest-
ing a local woman; their victims had died trying to protect her. Could
Uhle comment? And could he also explain why politicians were secretly
paying locals to attend an upcoming counter-protest?

Uhle was dumbstruck. The revelations were all false. “This was new,”
he said. “It’s never happened to me before that mainstream media, big
German newspapers and television channels, ask me about false news and
propaganda that had clearly become so pervasive that people just bought
it.” It was August 2018. The mobs that were swarming Chemnitz, his city
of a quarter-million people in eastern Germany, had been organized on
social media, he knew. Maybe the misinformation had been, too.

In Berlin, just up the autobahn, a digital researcher named Ray Ser-
rato was arriving at the same conclusion. Like everyone in Germany, he’d
been glued to reports from the riots — an out-of-nowhere show of neo-
Nazi strength so dramatic that Chancellor Angela Merkel had condemned
them. Then his wife’s uncle showed him a strange YouTube video. Two

middle-aged men, one in dreadlocks and a black beanie, told the camera

199



Max FISHER

that the rioters were not neo-Nazis at all, but Muslim refugees. The video,
posted by an obscure fringe group, was rambling and cheaply produced.
Yet it had nearly half a million views — far more than any news video on
the riots. How was that possible? -

Curious, Serrato applied a set of techniques he used in his day job,
tracking online hate speech in Myanmar for a democracy-monitoring
group. He started with a dozen recent videos on Chemnitz, then, on each,
scraped YouTube’s recommendations for what to watch next. Then he did
the same for those videos, and so on. It revealed a network of about 650
videos: the YouTube-cultivated ecosystem of Chemnitz content. Disturb-
ingly, YouTube’s recommendations clustered tightly around a handful of
conspiracy or farright videos. This suggested that any user who entered
the network of Chemnitz videos — say, by searching for news updates or
watching a clip sent to them by a friend — would be pulled by YouTube’s
algorithm toward extremist content. Asked how many steps it would take,
on average, for a YouTube viewer who pulled up a Chemnitz news clip to
find themselves watching farright propaganda, Serrato answered, “Only
two.” He added, “By the second, you're quite knee-deep in the alt right.”

Recommendations rarely led users back to mainstream news cover-
age, or to liberal or apolitical content of any kind. Once among extremists,
the algorithm tended to stay there, as if that had been the destination all
along. It even led from Chemnitz videos to unrelated far-right topics —
white nationalism, anti-Semitic conspiracies — much as Facebook had
steered Renée DiResta from anti-vaccine pages to entirely separate fringe
causes. One typical video called Trump a pawn of the Rothschild banking
family. Though Serrano considered the videos abhorrent and dangerous,
he admitted that something about them was hard to turn off. “That’s You-
Tube’s goal,” he said. “I stay engaged, ads play. And it works.”

This effect, I realized, working with Katrin Bennhold, Berlin bureau
chief for the New York Times, had helped produce the chaos in Chemnitz.
Shortly after the stabbing there, a handful of obscure, far-right YouTubers
had posted videos about the incident. One, a blogger named Oliver Flesch,
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had only 20,000 subscribers. He did little outreach or promotion beyond
his ideological bubble. Yet his videos on Chemnitz accrued hundreds of
thousands of views, thanks to heavy promotion by YouTube’s recommenda-
tion engine.

Serrato found that viewers who watched anything about Chemnitz on
YouTube, like a news clip, were quickly recommended into Flesch’s chan-
nel. Flesch posted fourteen videos on the topic, all of which showed up in
YouTube’s recommendations, seeding the platform with the very race-
baiting falsehoods that Séren Uhle would later be asked about. Other far-
right and conspiracy channels quickly picked up Flesch’s version of events,
turning an isolated street fight into a tale of imperiled white virtue. You-
Tube’s algorithm boosted these, too.

Even Germans who searched Google for news on Chemnitz were
directed to YouTube conspiracists. Google often promotes YouTube videos
near the top of search results, an act of corporate synergy designed to boost
revenue. This means that YouTube’s practices don’t stay on YouTube; since
Google dominates internet searches, these practices influence how virtu-
ally anyone on the web finds and accesses news and information.

As YouTube and Google diverted more Germans to videos about
Chemnitz rife with falsehoods, interest in the town grew, including among
many outside the far right. The YouTube voices getting all this attention
called on their rapidly growing followership to show their support for the
stabbing victim by going to Chemnitz. Locals said that in the days before
the violence, conspiracy theories grew strangely common, whispered at
pubs and watercoolers. Then the crowds arrived, frothing to take back the
city from foreigners. Soon they rioted, ransacking shops and brawling with
police. Many of the rioters credited YouTube with putting them there.

It was Sri Lanka’s meltdown, beat-for-beat, in the heart of Europe. But
there was one important difference. Social media had, in Sri Lanka, radi-
calized a real-world social group with a strongly held identity, the Sinha-
lese. In Germany, however, Chemnitz’s rioters were something new.

There were certainly hardened neo-Nazis in the crowd, but many
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